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Artificial Intelligence S|
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Artificial intelligence goes deep to
, beat humans at poker

By Tonya Riley | Mar. 3, 2017 , 2:15 PM
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Artificial Intelligence S|

@) China Daily < N0

China's first facial recognition payment-based shopping street
opens ...
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CHALLENGE
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Artificial Intelligence for ISEngineering S|

4 Innovations Artificial Intelligence -Brings to

Manufacturing Engineering

Al FOR ELECTRICAL ENGINEERS?

)
IS IT BETTER TO LEARN b—f :
\ gt

Revolutionizing Healthcare Analytics s
through Artificial Intelligence Lak0RRUIOW
and Machine Learning ol

/

’CIVIL ENGI»NEERING
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Motivation Gegroia |

Tech

Learning Optimization Proxies
- ride-haring systems

Optimization over Preferences
- on-demand transit systems

Learning over Physical Systems
- security-constrained OPF

Optimization for Privacy
-releasing census data

Biases, Fairness, Privacy
-releasing census data
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Motivation Gegia)

Learning Optimization Proxies
- ride-haring systems
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Ride-Hailing Systems and Congestion SeSehl

RESEARCH ARTICLE ECONOMICS

Do transportation network companies decrease or
increase congestion?

Gregory D. Erhardt’”, Sneha Roy’, Drew CooperZ, Bhargava SanaZ, Mei Chen' and Joe Castiglione?
+ See all authors and affiliations

Science Advances 08 May 2019:
Vol. 5, no. 5, eaau2670
DOI: 10.1126/sciadv.aau2670

LOCAL, NEWS

Atlanta Named One of the Worst Cities For
Commuting — AGAIN

¥ @GAFollowers

» Observations

— Between 2010 and 2016, weekday vehicle hours of delay increased by 62%
compared to 22% in a counterfactual 2016 scenario without TNCs.
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Congestion Gogroia|

NEW YORK CITY GOES AFTER

UBER AND LYFT

Pascal Van Hentenryck, Copyright 2020-2021

In major defeat for Uber and Lyft, New York City
votes to limit ride-hailing cars

NYC becomes the first American city to restrict the explosive growth in for-hire vehicles

By Shoshana Wodinsky | Aug 8, 2018, 4:39pm EDT
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Prior Work Gegia)

On-demand high-capacity ride-sharingvia . * 98% of riders
dynamic trip-vehicle assignment *3000 vehicles
Javier Alonso-Mora, Samitha Samaranayake, Alex Wallar, Emilio Frazzoli, and Daniela Rus L4 average Wait: 3 8 min

PNAS January 17, 2017 114 (3) 462-467; first published January 3, 2017 https://doi.org/10.1073/pnas.1611675114

e average deviation: 3.5 min

Edited by Michael F. Goodchild, University of California, Santa Barbara, CA, and approved November 22, 2016 (received
for review July 20, 2016)

This article has a correction. Please see:
Correction for Alonso-Mora et al., On-demand high-capacity ride-sharing via dynamic trip-
vehicle assignment

Figures & Sl Info & Metrics O PDF
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Large-Scale Ride-Sharing Systems SeSehl

» Constraints
— service guarantees

— ride duration cannot exceed a certain threshold

» Objective

— minimizing average waiting time
» Secondary objective

— a rider cannot wait too long

» Computational challenges
— 1/2 million requests a day
— 500 requests every 30 seconds
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Real-Time Optimization S|

how to
optimize!?

e
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The Master Optimization Problem

waiting
times
min Z CrYr + szzz
reR 1€EP
subject to

Pascal Van Hentenryck, Copyright 2020-2021

covering
the riders

Vie P (WZ)
YveV (o0)

Vie P
Vr e R

one route per
vehicle
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The Master Optimization Problem

Pascal Van Hentenryck, Copyright 2020-2021

penalty for
lack of service

Vie P (71'1')
YveV (o)
Vie P
Vr € R

riders not served
in this period
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The Pricing Problem SeSehl

» Significant challenge S SURSIRD D P
— minimization of waiting times

Z Tij = ' Vi e Ny \ {0, s}
JENY s 4

» Makes it hard to use Ty

— resource constrained shortest paths PR
» Time-expanded graphs? oo
— computational issues 02 A g€ Mo
» Solution
— exact anytime dedicated algorithm o .
— disjoint routes ({(f) g

— pruning techniques

Fig. 3: The Pricing Problem Formulation for Vehicle v.
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Real-Time Ride Sharing Gogiaia)
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Experimental Results on NYC S|
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Vehicle Utilization Gegrgia

Tech
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Optimization + ML + MPC SeSehl
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Optimization + ML + MPC
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Optimization + ML + MPC Gograla

Number of Requests | M-RTRS  A-RTRS
< 40,000 2.33 2.37
40,000 — 50,000 3.83 2.40
20,000 < 3.78 2.56

20000 25000 30000 35600 4?600 :15600 50000 55000 60000
Number of Travelers
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Optimization + ML + MPC S|

Number of Requests | M-RTRS A-RTRS
< 40,000 2.33 2.37
40,000 — 50,000 3.83 2.40
20,000 < 3.78 2.56
D
L=
0 1 a

Average wait time
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Overview of the MPC e

» Coarser Time and Space Granularity
— zonal level instead of individual requests
— frequency is an order of magnitude longer

» Demand forecasting
— vector autoregression

» Model Predictive Control
— zone balancing
— vehicle assignment

Pascal Van Hentenryck, Copyright 2020-2021
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Demand Forecasting S|

» Forecasting the demand from zone i to j at time t
— sparsity may be an issue for some zones

» Two steps

— predicting the demand in a zone z in time period t

— approximate the zone to zone demand with historical data
» Predicting the zone demand

— predict the weekly differenced demand

— use the zone and its adjacent zones
6zt — ¢zt—1Azt—1 + 4 ¢zt—kAzt—k +n
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Zone Balancing Gegiaia)

T—1 T—1 minimize
. N T unserved requests
min E : E : (T o t)umt + E : E : tt’bjmijt and relocations
t=0 i,j€Z t=0 i,j€Z
subject to
p oo —TY.. .. C flow conservation
Tyi0 t Uijo = [Aijo/wiz] (Y1, 5)

for requests

xfjt + Uit = I_j\z'jt/'wij—l + uije—1 (Ve,4,t)

p ro __ . p T
Zj Tt T Tijp = |Age—1| + Zj Tiie_tt,; T Ljit—tt,,

flow conservation
for vehicles

Tt € Ly 35y € Ly uijy € Z

vehicles with

empty vehicles scaled unserved

S moving from i to ;
moving from i to ot tin§e . MEgJLESE from i
jat time t J to j at time t
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min Z Z CvjYvj

vEA 0 J

subject to Z Yvj = Tijo
’UEA,LO

Zyvj S 1
J
Yvj € {0, 1}

= | if vehicle v
relocates to
Zone j

Pascal Van Hentenryck, Copyright 2020-2021

Vehicle Relocation

minimize relocation time

VieZ
meet the
Vo € Az relocation demand
(4
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Closing the Loop SeseZhl

» Learning the relocation model
— overcoming the potential runtime limitations
» Optimization proxies
— learning an optimization model
» Given
— the current state of the system
» predict
— the relocation decisions
» Technique
— Kernel support vector regression

Pascal Van Hentenryck, Copyright 2020-2021
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Motivation Gegia)

Optimization over Preferences
- on-demand transit systems
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Transforming Public Transit SeSehl

UBER

SOCIALLY-AWARE

MOBILITY

Pascal Van Hentenryck, Copyright 2020-2021
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On-Demand Multimodal Public Transit e

rail

high-frequency

‘ buses

on-demand
shuttles
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On-Demand Multimodal Transit System
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On-Demand Multimodal Transit System SeSehl

» On Demand and “door to door’
— to address the first/last mile problem
» Multi-modal
— to address congestion/economy of scale
— fleets of trains, rapid transit buses, shuttles, electric bikes, scooters

» Electrified
— no range anxiety, no emission
» Sustainable business model
— the same price as a transit system
— order of magnitude cheaper than Uber and Lyft
» Planned and operated holistically
— fundamentally different from “transit + micro-transit”
» Societal impact
— improving access to entire population segments

Pascal Van Hentenryck, Copyright 2020-2021
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““On-Demand’ VIU

Day

BusPLus

Buses ($)

Cost ($)

AcCTION

Cost ($)

Time (s)

Monday
Tuesday
Wednesday
Thursday
Friday

31,989.33
31,989.33
33,135.41
33,255.16
33,409.37

202,122.34
194,840.42
205,814.09
208,575.61
202,288.85

402,006.75
402,006.75
402,006.75
402,006.75
402,006.75

1,635.22
1,635.10
1,620.79
1,632.79
1,610.85
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S —
MUfodal Publie Transit

BusPrus AcCTION

Buses ($) Cost ($) Cost ($) Time (s)

31,989.33 202,122.34 402,006.75 1,635.22
31,989.33 194,840.42 402,006.75 1,635.10
33,135.41 205,814.09 402,006.75 1,620.79
33,255.16 208,575.61 402,006.75 1,632.79
33,409.37 202,288.85 402,006.75 1,610.85
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The UM Transit System S|
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Before/After Comparisons Segl
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Existing Bus System SeSehl
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Existing Bus System SeSehl
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Atlanta Gegrala |
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Capturing Rider Mode Choice S|

» Key worry of transit agencies
— what if adoption increases?
— are we designing the network properly?
— are we sizing the fleet correctly?

Leadel’ Transit FO”OWGr
(Transit system designer) network (rider)
design
%? < C
User )
preference
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Computational Challenges SeSehl

» Relax the optimization program
min f(x,y) subject to c(x,y) N M(z) =1y

» Check for inconsistencies
M(z) #y

» Add combinatorial Benders cuts
r=T =YyY=1y

» Strengthen the cuts using domain knowledge
Tp=Tp =Y=1Y

Pascal Van Hentenryck, Copyright 2020-2021
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Capturing Mode Choice S|

» Trip inconvenience
— function of travel time, waiting time, transfers

sy =Y (tu+S)an+ Yty
h,leH i,jEN
» Mode choice
— choosing between personal vehicle or transit
— thresholding operator

C?"(Xl"yr) = ll(f’f‘ (xr,yr) S a’l" tT‘

cu'r)‘
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Solution Method (4) S|

» Strengthening the combinatorial cuts
» Intuition:

— if | add arcs to the network, the transit time decreases
and the rider keeps adopting transit

Z Zn + Z (I_th)-HSTZl_ ................... > Z (].—zhl)_|_67' Z 1.

(h,l):z2p;=0 (h,l):zp =1 (h’l):zllq,l:]'

» Intuition:

— if | remove arcs from the network, the transit time
iIncreases and the rider will keep using her vehicle

Z Zn + Z (1 - Zhl) >0".  seeresssssessesnes > Z Zh > or.

(h,l):2p,;=0 (h0):Z2p=1 (h,l):z’lﬂ=0
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The Right Intuition SeSehl
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The Wrong Intuition SeSehl
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Experimental Settings

» Ann Arbor / Ypsilanti Transit System
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Experimental Settings S|

» Ridership
— 1,754 low-income, 3,316 middle-income, and 722 high-income riders
— 100%, 75%, and 50% are existing users
» Mode choice
— o' is set to 1.5 and 2.0 for high- and middle-income riders
» Transit system
— 1,267 bus stops, 6pm-10pm period,
— average waiting time is 7 minutes
» Prices per mile
— $5.44 for buses and $1.61 for shuttles

Pascal Van Hentenryck, Copyright 2020-2021
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Ann Arbor / Ypsilanti Transit

- All hubs are used and more legs are  g"piiisfield o

open as ridership increases O Gyarter Twp u] G2

- More connectivity to the low-income
region

Pascal Van Hentenryck, Copyright 2020-2021
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Four times ridership, alpha*r = NA, 2.0, 1.5
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Cost and Computational Performance S|

Adoption Revenue & Costs
MI (%) HI (%) # of riders Revenue Inv Cost Trv Cost NC/rider
10Hub 89 70 5792 (5402) 13505.00 2440.80 13553.31 0.46
10HubISC 85 69 5792 (5326) 13315.00 3564.59 17516.07 1.46
10HubDR 86 69 11584 (10700) 26750.00 4073.14 23847.84 0.11
10HubDRAC 86 69 11584 (10620)  26550.00 4073.14 23642.55 0.11
20HubDR 85 68 11584 (10608) 26520.00 4959.34 20285.19 -0.12

Table 6 Adoption, Cost and Revenue Comparison under Different ODMTS Settings.

(a) 10 Hubs Instance. (b) 20 Hubs Instance.
100 100
90 —e— Base case —e— Base case
80 —=— Enhanced case —=— Enhanced case
) =
5 2
&% 60 &
g % £
= =
g % £
g w0 g
20 " .-
10| g —— |
S % a0 |
L "—S—eeessssss 588 5 S8 EEN!
00 1 2 3 3
Run time (10% seconds) Run time (10* seconds)
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Accessibility Gegrata |

Riders adopting ODMTS Existing riders Riders not adopting ODMTS

Income ODMTS direct AAATA ODMTS direct AAATA  ODMTS direct AAATA
low 32.40 11.99 51.50 13.01  5.65 19.07 49.24 10.05 50.46
medium 3.71  3.17 13.69 12.06  5.03 21.53 24.71  7.30 29.31
high 4.53 4.53 14.39 10.09 5.31 21.06 20.85 8.38 30.17

Table 4  Trip Duration Analysis under 10 Hubs Design with Doubled Ridership and Rider Choices for LILT trips.

Adoption

* low income: 96%

* middle income: 89%
* high income: 70%

EE Ypsilant
“harter gwp
o

Figure 5 Visualization of Sample LILT Trips Not Adopting ODMTS.
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Motivation Gegia)

Learning over Physical Systems
- security-constrained OPF
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Power Systems S|

» Largest machine on earth
— 400 billions of electricity in the US alone

United States
transmission gri 4

» Huge success story for optimization
— LP, LR, MIP, Stochastic optimization, NLP, ...
» Huge success story for machine learning
— forecasting

Pascal Van Hentenryck, Copyright 2020-2021
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The times, they are changing S|
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Machine Learning for Power Systems SeSehl

» The new reality

g 9%
— optimization under increasing stochasticity in =~ %
front and behind the meter ©
© 4%
» Opportunity for machine learning g~ | ‘ |
— networks evolve slowly % | | | | | W ol ol o 0l
_ repeatedly Solving Similar problems Jan Feb Mar Apr May Jun Jul Aug Sept Oct Nov Dec
. . m Historical High gas & wind
4 Appllcatlons B High wind & coal High solar

— market-clearing algorithms

» Challenge for machine learning
— physical and engineering constraints
— empirical risk minimization under constraints

Pascal Van Hentenryck, Copyright 2020-2021
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Optimal Power Flow S|

minimize: Z 2 (R(S7))? + ;i R(SY) + co;
1N
Sz-g—Sg: Z Sf];j Vie N

(i,))eBUER Physics
Sij = YIViVF =Y IV,VE (i,j)e Eu E”®

Sij| < 855 Y(i,5) e FUE o
l I — Engineering
Szggszggszgu Vie N ’Uz'<|vz'|<’vi Vie N
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Constrained Deep Learning SeSehl
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Constrained Deep Learning SeSehl

» How to find the optimal prediction?

— Lagrangian duality
» Primal step

— empirical loss minimization for given constraint weights
» Dual step

— to update the constraint weights

w* ! = argmin L[A\*](z, y, O[w"](x))

w

ARHL = (A’g + pro(z, Olw*(z)) | ce c)

» Restoring feasibility
— loaf flow
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Experimental Results Gegroia)

France EHV
Voltage Magnitude Active generation Active Flow

- P - 1250~
03 ‘/ 4005 8 1250§ 10 g
— S s | t1000% s 8/ | [1000%
> 3003 6 = ‘ =
To2 I 7J =2 / 750 5 = ¢ | 1750 I
g B 2nn £ Sa J 2 s | 2
[} / 1500 3
—0.1 - J I
Test Case v 0 p? G’ p’ 'l m | 250 ¢
[
_MMM s

0.0 — 89_pegase 0.025 0.005 0.585 0425 0.152 0.353 0

0 200 e 118_jeee 0.009 0004 0013 0016 0035 0059 ° ‘Tesches’ 9%
300_ieee 0.006 0.020 0.183 0.068 0.152 0.101
MSR 0.002 0.001 0.007 0.005 0.039 0.066
Voltage Magr  France_[EHV | 0012 0.008 0032 0.104 0.146 009  Active Flow
08 France_Lyon | 0.025 0.005 0.098 0.093 0.087 0.153 =
: | 110002
Sos6 TABLE II: Mean prediction errors in kV, degrees, MW, MVA | 1750 £
5 04 Jf* for 0,0, (p9,97), (¢9, %), respectively. o
o 3
o2 r*J T }M 250 0 O /1 250 2
- © © Prd ©
J 9] J 9] _ 9]
0.0 = 0 —— o = ol - 0o =
0 1000 2000 3000 0 200 400 600 800 0 1000 2000 3000 4000
Buses Generators Branches

Fig. 3: Prediction Errors over Buses, Generators, and Branches. The Ground Truth and Error Graphs are in Different Scales.
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Experimental Results

6

5

455

Test Case 0 p? q? P q

89_pegase 0.025 0.005 0.585 0425 0.152 0.353
118_ieee 0.009 0.004 0.013 0.016 0.035 0.059
300_ieee 0.006 0.020 0.183 0.068 0.152 0.101
MSR 0.002 0.001 0.007 0.005 0.039 0.066
France_EHV | 0.012 0.008 0.032 0.104 0.146 0.099
France_Lyon | 0.025 0.005 0.098 0.093 0.087 0.153

TABLE II: Mean prediction errors in kV, degrees, MW, MVA
for 9,8, (5, 57), (4%, "), respectively.

Train time Predict time Train Mem. | AC-OPF
Test Case (min) (sec) (GB) (sec)
89 _pegase 48 0.0013 1.1 0.2
118_ieee 51 0.0013 1.1 0.2
300_ieee 54 0.0014 1.2 1.9
MSR 59 0.0016 1.5 2.2
France_EHV 142 0.0016 4.6 4.2
France_Lyon 444 0.0020 13.9 47.9

TABLE VI: Training and inference computational costs.

Test Case (2a) (3a) (3b) (49 (6a) (6b)
89_pegase <0.01 452 045 139 025 1.01
118_ieee <0.01 183 0.18 - 004 0.10
300_ieee <0.01 043 020 021 0.16 0.17
MSR <0.01 062 0.12 - 009 0.15
France_EHV 0.01 294 0.79 - 024 0.14
France_Lyon | <0.01 1.30 0.50 - 016 0.16

TABLE IV: Mean violation for violated AC-OPF constraints.
The violation is expressed in kV, MW and MVA for constraints
g, @ @) and (@, g, @), respectively.
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Security-Constrained OPF S|

» Handling contingencies
— e.g., the loss of a generator

Infinite duration
Duration =T min.

¢ Base Case

@ Post contingency state

Post contingency & post corrective actions state

=P Contingency

== Corrective actions
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Security-Constrained OPF S|

» Assumptions
— N-1 contingencies for generator

» Modeling framework
— optimize a dispatch

— that ensures feasibility after the contingency

» Variables
_ PigO . pre-contingency generation at bus i

_ Pl.g1 : post-contingency generation at bus i for contingency s.
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Security-Constrained OPF S|

g 2 g
max E ca (]0)° + cra Y

1eG
st PE({pjo):(aio))
Vs € G
PE({pi1),(a1))
P51 =0
gs1 =0
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its Not that

Simpla
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Security-Constrained OPF S|

» Power systems involve control systems
— closed loops

» We do not have full flexibility on the dispatch
— the control systems will react

» How to capture them?
— without modeling the dynamics
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Security-Constrained OPF S|

Power plant outage Primary control Secondary control Tertiary control

50.065 Hz

50 Hz

49.935 Hz

5min

1200 MW

15min
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Security-Constrained OPF S|

» Generation in post-contingency
g,s __ g S
Pi1 =DPio T+ A,

» Reserve constraints

7 [ ) 1,1 ]
Y
participation factor in MW

» Proportional Response (from droop or AGC)

A; =N pf;
N® €0,1] P e
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its Not that

Simpla
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Security-Constrained OPF S|

» Capturing the limits

A7 = min(N?® pﬁ;,Pﬁax)

» Important consequences

— the proportional response is only applied to generators
not at the maximum generation
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Security-Constrained OPF S|

: g \2 g
min Y cai (pl0)? + eri bl
1€G

st.  PF((p!o), (o))
Vs € G
PF((pi1),{(g/7))
ps1 =0

g5 =0

piy =pig+ A

N® pfy < P = A = N° pf; else A7 = P
A; € [0, P

N?® €]0,1]
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Column and Constraint Generation Gegia)

-

nominal case  contingencies

Optimization

J
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Column and Constraint Generation Gegia)

~

1

-

nominal case  contingencies

ALearning'

J
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Constraint and Column Generation

generation (MW)

Generator 30

400 +

200

= Prediction
Real Values

-—

0 1000 2000

Instance

3000

generation (MW)

800

600

400

200

Generator 224

e Prediction

Real Values

0

I I
1000 2000

Instance

I
3000

Fig. 3. Prediction of M cg4q for selected generators of the 1354-PEG System.
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Constraint and Column Generation Learning e

PREDICTION MEAN ABSOLUTE ERRORS (%)

Generation Range (MW)

System  Model 10 50 100 250 500 1000 2000
50 100 250 500 1000 2000 5000

My, 23 28 07 03 NA NA NA

118-IEEE Meega 25 30 07 04 NA NA NA
My 24 13 11 09 0.4 0.2 0.1

1354-PEG Meega 50 18 12 1.0 0.4 0.3 0.2
1888.RTE ~ Mb 13 12 07 04 0.3 0.1 NA

Mcega 1.4 1.1 0.6 0.4 0.3 0.1 N/A
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Restoring Feasibility SeSehl

» Load flow problem

, min &— gl
ga[gs]ses,[xsans]sES
— find the closest generator set-points that satisfy the constraints

CoST INCREASE OVER CCGA (%)

System Model Median  Mean Min. Max. Std.
CCGA-H 0.001  0.001 0.000 0.010 0.002
118-IEEE =~ FR-M, 0.021 0.019 -0.073 0.055 0.014
FR-Mcga 0.027 0.030 -0.010 0.112  0.020
CCGA-H 0.883  0.880 0.849  0.890 0.010
1354-PEG =~ FR-M, 0.020 0.021 -0.007 0.051 0.012
FR-Mccga 0.067  0.067 0.032 0.091 0.017
CCGA-H 0.349  0.340 0.323  0.357 0.013
1888-RTE ~ FR-M,, 0.026 0.024 -0.003 0.070 0.011

FR-Mcga 0.033  0.033 0.004 0.070 0.013
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Constraint and Column Generation Learning S|

CPU TiME COMPARISON

System Model Median Mean Min. Max. Std.
CCGA 021 021  0.10 3.72 0.31
CCGA-H 0.18 020 014 354 024
H8-IEEE 2 M, 0.02 006 0.2 1.58 0.16
FR-Mecga 0.03 007 002 1.37 0.17
CCGA 32175 32721 7559 741.80 127.10
. CCGA-H 5.26 532 4.40 8.65 0.49
1354-PEG  pp A4, 5.34 843 132 13337 1351
FR-Mcga 1.52 2017 077 8.45 1.74
CCGA 5.48 741 311 3092 7.07
CCGA-H 3.17 315 231 13.55 0.91
I888-RTE  pp M, 5.32 550 122  18.07 3.35
FR-Mecga 2.12 195 091 454 092
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Motivation Gegia)

Optimization for Privacy
-releasing census data
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Releasing Census Data Gegroia

Population Change 1990 - 2000
o ; _ : : - Census Tract Level

e

T

Population Change*

Increase by more than 20

5t0 20
105
05t01
*Represents the number of people added or lost in an 0251005
area about 1/12th square mile in size 010025
Source: Summary file and TIGER/Line File data, n
U.S. Census Bureau-Washington, D.C. Oto-1
Prepared by: Ohio Department of Development, -to-5
Office of Strategic Research (March 2001) Decline by 5 or more

Rasten
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Releasing Census Data S|

Under Title 13, the Census Bureau cannot release any
identifiable information about you, your home, or your
business to law enforcement agencies. The law ensures that
your private data is protected and that your answers cannot
be used against you by any government agency or court.
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Releasing Census Data Gegroia

How many people
ive In a household

that earns less than
50,000 dollars
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Releasing Census Data S|

query noise addition
&j > ” > : ~
—1 "

dataset (non-private) answer private answer
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Differential Privacy S|

Dl)
PI’[A(DQ)

Pr[A(

O]
0) < exp(e)

1 Pr[A(D;) = 0]
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Differential Privacy S|

< exp(e)

Y PrAD)) = . ratio < exp(e)
% D) AD) | e o

The risk of a user to join the data set is bounded (by €)
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Releasing Census Data Gegroia

* Query sensitivities

Ag = max |[q(D1) —q(D2)l|l1

D1~D;

Pascal Van Hentenryck, Copyright 2020-2021
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How many people
live In a household
that earns less than
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Releasing Census Data S|

How many people
live In a household
that earns less than

50,000 dollars

A
Z ~ Lap(TQ)
PDF  f(z|p=0,b) = leexp <_|«rb|>
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Releasing Census Data Gegroia

‘ / <:::::
=) —QD)+Z—> @

e Geometric mechanism

1—e"€

P(X::v)::1
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Releasing Census Data Gegroia

Population Change 1990 - 2000
o ; _ : : - Census Tract Level

e

T

Population Change*

Increase by more than 20

5t0 20
105
05t01
*Represents the number of people added or lost in an 0251005
area about 1/12th square mile in size 010025
Source: Summary file and TIGER/Line File data, n
U.S. Census Bureau-Washington, D.C. Oto-1
Prepared by: Ohio Department of Development, -to-5
Office of Strategic Research (March 2001) Decline by 5 or more

Rasten
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Hierarchical Release Gegia)

Levels
23
15(16)
/N

8(6) 15(16) true count noisy count

3(2) 5(7) 6(5) 9(6)
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Differential Privacy in Practice Sewdn|

:““hr',_t:a'{' ) ‘F' —.wwu[,

a

ol
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Practical Issues Gegia)

Counties

3+(=1) State
( Fulton | 9%10+1

o ¢ * DeKalb 2+ (-2
i o

3

v
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Post-Processing Immunity SeSehl

Private query answers with appropriate noise added
do not necessarily satisfy domain constraints.

Post-processing Immunity

Private query answers can be transformed using
data-independent function to meet domain
constraints. Such post-processing step does not
hurt privacy.
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Hierarchical Release Gegia)

Levels
O (] (] o o Y ° ° ° °
23
15(16)
1 ° ° ° ° / \
15(16) true count noisy count
“* |

6(5) 9(6)

Xcobb T XFulton = 7, Xcobb = 0, XFulton = 0.
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Post-Processing Immunity

Model 1 The My post-processing step.

Minrimize
{n }reR

Subject to:

Ar er2
Z “"r —"er

reR

VreR

VreR,s €[N]

VreR,s €[N]
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Post-Processing Immunity SeSehl

Scalability
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Post-Processing: Dynamic programming Gegia)

» bottom-up phase
— computes cost tables to find the optimal cost

» top-down phase
— recover the optimal values for the optimal cost
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Dynamic Programming: Bottom-Up SeSehl

» Optimal cost at node r if its value is v

" (v) =(v -~ ﬁ’)z +

¢’ (v) = Minimize Z T (Xc)

{Xc}eech(r) ech(r)
Subject to: Z Xc=V
cech(r)
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Dynamic Programming S|

» Optimal cost at node r if its value is v
— the cost functions are convex piecewise linear

Y 10} NY A 10
04 1 9

J | cost st J | cost g

0 0 7t 0 9 7

1| 1 61 1l 4 6

2 4 51 2 1 5

3 9 47 3 0 4
— 34 // 1 3
24 .‘7 4 2

14 — 1

0 1 2 3

» Theorem: the cost table can be computed in O(IDI log IDI) time
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The Census Bureau Release Gegia)

region u group Gy Ou
GA A {01, 03, 04} 3 Lev 1 @
B {02} 1
C {05} 1
NY D {06, 08, 09} 3 )
Lev 2
E {07} 1
F {10,11} 2
Group Sizes
Group sizes Lev 2 Lev 1 12345 N=5
GA NY  US Levels (sl1f2]ofo] &=
1 2 1 3 o Q
2 0 1 1
3 1 1 2
4 0 0 0 [=2 i Q
5=|S|=N 0 0 0 12345 12345
nGA nNY nUS [2]o]1]o]o]| [1]1]1]0]0]
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Sensitivities Gegia)

» Counts and sensitivities

Group |0 1 2 3
counts |4 3 2 5

» What happens if we remove one person?

Group [0 1 2 3
counts |4 4 1 5
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Cumulative Counts Gegrgla

» Counts
Group |0 1 2 3
counts |4 3 2 5
» Cumulative counts
Group [0 1 2 3
counts 4 V4 9 14
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Sensitivities Georaia

» Cumulative Counts

Group |0

3

counts 4

14

» What happens if we remove one person?

Group [0

3

counts |4

14

Pascal Van Hentenryck, Copyright 2020-2021

CREATING THE NEXT"

j



Post-Processing Cumulative Counts CeqZal

Model 2 The M, post-processing step.

Mini
AT

(e

Subject to: &y =G

mize Y [& ¢

}rGR reR

¢ <Ciyq VreR,ie[N—-1]

Y & =¢ VreRie[N]

r'ech(r)

¢ ef{0,1,...} VreR,ie€[N]

Pascal Van Hentenryck, Copyright 2020-2021
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Post-Processing Cumulative Counts S|

'lﬂ 4 ‘
ﬂ
m',' ““

AN
I
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i1
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Flatten the Hierarchy! S|

Levels G-6 . ,
! Nosy estimate
() -cccceereiiiiiiiiiiiti ittt ettt es e _ Real estimate \
a9 /) f A\ ~» (/)
1
L2

2 (3) 3 (3) 3 (4) 1 (4) 5 (H) 6 (6) 6 (5) 6 (6) 6 (7) 6 (5)
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Post-Processing Cumulative Counts S|

Model 3 The modified post-processing step.

Let N=R|N
N
Minimize )" [I&; — &|3
{Ci}iGIN] i=1

Subject to: ¢y =G
Ci < Cit1 Vie{ie[N—l]|lev(a,~)=lev(a,-+1)}
¢i = Cit1 Vie {ie [N—1]|lev(a) > lev(ai+1)}

¢;e{0,1,...}  Vie[N]
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Back to Dynamic Programming S|

» Optimal cost at node r if its value is v

Tim(v)=(v-— 5i+1)2 +

Ti(v) if lev (a;) > lev (aj+1),
di1(v)= MinirBize Ti(x;) otherwise.
Xi€elj
Xi<vV

» Theorem: the cost table can be computed in O(IDI) time
— the overall algorithm computes a table per node
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Experimental Results
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Experimental Results

Georgia
Tec

H M M. M B M Bl TopDown
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o 14
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Privacy Budget (€) Privacy Budget

Fig. 8. The Runtime for the mechanisms: Census data (left) and Taxi data (right).

The first dataset has 117,630,445 groups, 7,592 leaves, 305,276,358 individuals, 3 levels, and N=1,000.

The second dataset has 13,282 groups, 3,973 leaves, 24,489,743 individuals, 3 levels, and N=13,282.
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Experimental Results Gegroia)
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Fig.9. The L errors for the algorithms: Census data (left) and Taxi data (right).
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Motivation Gegia)

Biases, Fairness, Privacy
-releasing census data
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Bias on Census Release

» Post-processing introduces significant bias

— E_X" [p(X)]-x.

Bristol Bay Borough (Bias 1.86)

Nome Census Area (Bias -1.43)

0.35
—=—~ Laplacian Residual —=—=~ Laplacian Residual
Post-Processed Residual Post-Processed Residual
0.30
0.25
0.20
0.15
0.10 -~
g \\ /’ \\
y; N P \
! \\\ £ B o
0.05 ’”~ S P 7N
’ \ 4 \
pr S~ = _ ol \
=t p S~ e —— . \\~
0.00 lLE==== =
-15 -10 -5 0 5 10 15 -15 -10 -5 0 5 10
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Studying Biases SeseZhl

» True (original) data denoted by

x € R"
» Noisy data produced by Laplace mechanism

X ~x+ Lap(A)"
» m equality constraints characterized by

A € R™" b e R™
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Post-Processing S|

X(x%) £ argmax |lv—X]||,

vER" (P)

s.tt A-v=D>b

Bias[x(X)] = Ex[X(X)] — x,

Bias[x, (%)] = Ex[X,(X)] — x

X, (X) £ argmax ||lv—%|,

vERN (P"I')
s.t. A-v=»b

v=>20
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Post-Processing S|

» Problem P has no bias
— all the bias comes the non-negativity constraints

» Consider problem

X (%) £ argmax ||[v—% i Z o~ n
s (%) gme I [P Py Given that ¥ ~ x + Lap(A)™, each entry of

st Yh.v =bh the post-processed solution X¢(X) is of

variance 24%(1 — 1/n).

As the input dimension goes to infinity, for
each i € [n], the i*™® entry of the post-
processed solution Xs(X) converges to

x; + Lap(A) in distribution.
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Bias in Budget Allocation S|

» Bias in Title 1 funds Allocation

le—5
1.50 e=0.001 |10 ¢
,; 1.00 - £=0.01 L 60 ‘,i.
S 0.501 130 =
B 0.00 - et s - 0 &
~0.661_ | ‘ : | _45
10! 102 103 10*
school district size
F def Ly = Ayg
Py (x) =

2 icln] Ti " Qi
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Conclusion Gegraia |

» Tremendous opportunities in data science
— tight integration of ML and optimization
— role of optimization in privacy
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Summary

Learning Optimization Proxies

-machine learning models approximating optimization solutions
Optimization over machine learning models
- capturing preferences and simulations
Optimization proxies in complex optimization frameworks
- constraint and column generation security-constrained OPF
Optimization for Privacy

- post-processing differential privacy to capture domain constraints

Biases, Fairness, Privacy

-many open issues about privacy, fairness, and biases
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Thank you for listening
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